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AuthN & AuthZ

DIDs

EXAMPLE 2: Minimal self-managed DID Document

{
"@context": "https://w3id.org/did/v1",
"id": "did:example:123456789abcdefghi",
"publicKey": [{
"1d": "did:example:123456789abcdefghi#keys-1",
"type": "RsaVerificationKey2018",
"owner": "did:example:123456789abcdefghi",
"publicKeyPem": "
H,
"authentication": [{
// this key can be used to authenticate as DID ...9938
"type": "RsaSignatureAuthentication2018",
"publicKey": "did:example:123456789abcdefghi#keys-1"
H,
"service": [{
"type'": "ExampleService",
"serviceEndpoint": "https://example.com/endpoint/8377464"

}]
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DIDs

A%

W3C

EXAMPLE 2: Minimal self-managed DID Document

Microsoft {

"@context": "https://w3id.org/did/v1",

T ' "1d": "did:example:123456789abcdefghi”,
Government of British Columbia "publickey": [{
"1d": "did:example:123456789abcdefghi#keys-1",
. "type": "RsaVerificationKey2018",
Based On pUb“C—key Cryptography "owner": "did:example:123456789abcdefghi",
"publicKeyPem": "
H,

TrU‘v Huniversa‘” user |DS "authentication": [{

// this key can be used to authenticate as DID ...9938
"type": "RsaSignatureAuthentication2018",
- ; "publicKey": "did:example:123456789abcdefghi#keys-1"
Agnostic about backing "
"service": [{
"type": "ExampleService",

FOF US@FS, deVICGS, aﬂd maore "serviceEndpoint": "https://example.com/endpoint/8377464"
}]
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[
{
"with": "http://example.com/alice/photos/",
"can": "crud/read"
}s
{
"with": "matlto:boris@fission.codes"”,
"can": "msg/send",
b
to": "/.*@fission.codes/"
}
}
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"can": "crud/read"

}
{
"with": "matlto:boris@fission.codes",
"can": "msg/send",
b
to": "/.*@fission.codes/"
}
)
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Anatomy of a Capabiiity

[

{ Resource / "noun” -----..
"with": ’ (ll’?’)
= el

}, .

{ ... Action / "verb”
"with": "matlto:boris@fission.codes",
"can": "msg/send",

b
to": "/.*@fission.codes/"
}
)
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Anatomy of a Capabiiity

[ Resource / "noun” -----.. !

"with":

, (URI)

Ilcanll :

{ . Action / "verb"

"with": "matlto:boris@ftisstion.codes",

"can": "msg/send",

to": "/.*@fission.codes/" Extensible fields
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AuthN & AuthZ

JWT » UCAN

"EdDSA",

] JWTII ,
"0.8.0"

Payload

"1ss": "did:key:z6MksXQBTfL8owztTCITm7hNRf6b18YXxXPp31660JHMEL3YGI",
"aud": "did:key:z6MkvXfPUv8bxtsVQiGo7Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505,
"aEt" . [

"with": "wnfs://demouser.fission.name/public/photos/",

"can": "OVERWRITE"

1
1

"with": "wnfs://demouser.fission.name/public/notes/",
"can": "APPEND"

}
1,

||pr.':||: [

"eyJhbGc101JFZERTQSISINR5cCI6GIkpXVCISsInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba
2V50n02TWtzZWFFCZkw4b3d6dFRDS LRtN2hOUmMY2Y jE4AWXhYUHAZzaTY2bOpIbThMM1lHS1IsImF
OdCI6W3s1d25mcyI6ImR1bWI1c2VyLmZpc3Npb24ubmFtZS9wdWIlsaWMvcGhvdG9zLyIsImNhc
CI6GIkOWRVIXUKLURSIOIXSw1ZXhwIjo5MjU20TM5NTAL1LCIpc3M101IkaWQ6a2V50n02TWtwNUV
zej1lzMk1Ic3FZdkxvY2N5SHAYNVN1leVpLcHE30UdONDVmMRKAFWLI50SIsIm51Z1I6MTYz0TYwO
DI5SMywicHImI jpbXX0.4TNhuHRrPG9aHo869HX1sNK8_FmlShQ5GzG4 1tN2NKk-
YKTbAMOFwTuptGOXFgNIVHUlPplVzZYDVDexo76kAw" ,

"eyJhbGc101JFZERTQSISINR5cCI6GIKkpXVCISInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba
2V50n02TWtzZWFFCZkw4b3d6dFRDSLRtN2hOUmMY2Y jE4AWXhYUHAZzaTY2bOpIbThMM11THS1IsImF
OdCIoW3s1d25mcyI6ImR1lbW91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvbmOOZXMvI iwilY2FwI
joi1T1ZFULdSSVRFIN1dLCI1eHA10jkyNTY5Mzk1MDUsImlzcyI6ImRpZDprZXk6ejZNa3A1RXN
60XMyTUhzcV12TG93Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImI joxNjM5NjA4M
jkzLCIwcmY10ltdfQ.MgYarLqy/7/RmQ1AIrgqYL6cFy9z7a5WIAU--

TYARPSg1r0Sszvar3_DNr25rbPretHbnTOmMMVKyoaQXruR7KbrBg"

]
}

Signature

KwRdAgPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkG6srAuueVomvMVRdBLND5

CWid-X4tDIKpliVjlCSLTntB4pCw




AuthN & AuthZ

JWT » UCAN

"EdDSA",

] JWTII ,

Payload

"1ss": "did:key:z6MksXQBTfL8owztTCITm7hNRf6b18YXxXPp31660JHMEL3YGI",
"aud": "did:key:z6MkvXfPUv8bxtsVQiGo7Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505,
||a}t|| . [

"with": "wnfs://demouser.fission.name/public/photos/",

"can": "OVERWRITE"

1
1

"with": "wnfs://demouser.fission.name/public/notes/",
"can": "APPEND"

eyJhbGCc1O01IJFZERTQSISINR5cCI6IkpXVCIsINVjdtlI6I JAuNy4wInO.eyJhdWQi01JkaWQoa
2VV50n02TWt zZWFFCZkw4b3d6dFRDSTRtN2hOUmMY2Y JE4AWXhYUHAZzaTY2bOpIbThMM11THS1IsImF
DdCI6W3s1d25mcyI6ImR1bW91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvcGhvdG9zLyIsImNhc
I6Ik9WRVIXUKTURSJIOXSw1ZXhwIjo5MjU20TM5NTALILCIpc3M101IkaWQ6a2V50no2TWtwNUV
zejlzMk1Ic3FZdkxvY2N5SHAYNVN1leVpLcHE30UdONDVmMRKAFWLI50SIsIm51Z1I6MTYz0TYwO
DI5MywicHImMI jpbXX0.4TNhuHRrPG9aHo869HX1sNK8_FmlShQ5GzG4 1tN2NKk-
KTbAMOFwTuptGOXFgNIVHUlPplVzZYDVDexo76kAw" ,

'eyJhbGc101JFZERTQSISINR5cCI6GIKkpXVCISsInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba
2\/50n02TWt zZWFFCZkw4b3d6dFRDSLRtN2hOUmMY2Y jE4AWXhYUHAZaTY2bOpIbThMM11THS1IsImF
)dCIOW3s1d25mcyI6ImRlbWI91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvbmOOZXMvIiwilY2FwI
jolT1ZFULdSSVRFIN1dLCI1eHA10jkyNTY5Mzk1MDUsImlzcyI6ImRpZDprZXk6ejZNa3A1RXN
H0XMyTUhzcV12TG93Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImI joxNjM5NjA4M
jkzLCIJwcmY101tdfQ.MgYarLgy/RmQ1AIrqYL6CcFy9z7a5WIAU--

YARPSgi1r0Sszvar3_DNr25rbPretHbonTOMMVKyoaQXruR7KbrBg"

Signature

KwRdAgPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkGosrAuu6VomvMVRdBLND5

CWid-X4tDIKpliVjlCSLTntB4pCw




AuthN & AuthZ

"EdDSA",

] JWTII ,

JWT » UCAN

Payload

: Z6MksXQBTL8owztTCIJTm/hNRT6b18YXXP
aud”: "duid:Key:zobMKVXTPUVBbXTsVQ1Go/NTKAgRINCGE
"nbf": 1639608293,
"exp": 9256939505,

31660JHM8L3YGJ]"
pc/3teUpR

1

"aEt" . [
"with": "wnfs://demouser.fission.name/public/photos/",
"can": "OVERWRITE"
%,
"with": "wnfs://demouser.fission.name/public/notes/",
y "can": "APPEND"

eyJhbGCc1O01IJFZERTQSISINR5cCI6IkpXVCIsINVjdtlI6I JAuNy4wInO.eyJhdWQi01JkaWQoa
2VV50n02TWt zZWFFCZkw4b3d6dFRDSTRtN2hOUmMY2Y JE4AWXhYUHAZzaTY2bOpIbThMM11THS1IsImF
DdCI6W3s1d25mcyI6ImR1bW91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvcGhvdG9zLyIsImNhc
I6Ik9WRVIXUKTURSJIOXSw1ZXhwIjo5MjU20TM5NTALILCIpc3M101IkaWQ6a2V50no2TWtwNUV
zejlzMk1Ic3FZdkxvY2N5SHAYNVN1leVpLcHE30UdONDVmMRKAFWLI50SIsIm51Z1I6MTYz0TYwO
DI5MywicHImMI jpbXX0.4TNhuHRrPG9aHo869HX1sNK8_FmlShQ5GzG4 1tN2NKk-
KTbAMOFwTuptGOXFgNIVHUlPplVzZYDVDexo76kAw" ,

'eyJhbGc101JFZERTQSISINR5cCI6GIKkpXVCISsInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba

2\/50n02TWt zZWFFCZkw4b3d6dFRDSLRtN2hOUmMY2Y jE4AWXhYUHAZaTY2bOpIbThMM11THS1IsImF
)dCIOW3s1d25mcyI6ImRlbWI91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvbmOOZXMvIiwilY2FwI
jolT1ZFULdSSVRFIN1dLCI1eHA10jkyNTY5Mzk1MDUsImlzcyI6ImRpZDprZXk6ejZNa3A1RXN
H0XMyTUhzcV12TG93Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImI joxNjM5NjA4M
jkzLCIJwcmY101tdfQ.MgYarLgy/RmQ1AIrqYL6CcFy9z7a5WIAU--
YARPSgi1r0Sszvar3_DNr25rbPretHbonTOMMVKyoaQXruR7KbrBg"

Signature

KwRdAgPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkGosrAuu6VomvMVRdBLND5

CWid-X4tDIKpliVjlCSLTntB4pCw
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Proof

Payload

"{ss": "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5SeyZKpgq79Gt45fFGEZR99", i
Header "aud": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660IHMSL3YG]", Signature
"nbf": 1639608293,
"exp": 9256939505,
”aEt" . [

{ ATNhuHRrPG9aHo869HX1sNK8 Fm1ShQ5GzG

"alg": "EdDSA", 41tN2NKK-

Iltypll : IIJWTII ,

YKTbAMOFwTuptGOXFgNIVHUlPplVzZYDVDe

"with": "wnfs://demouser.fission.name/public/photos/", x076kAw

"can": "OVERWRITE"

IIUCVII: II®.8.®II
}
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Grant? s

Authorization Server Resource Server

Grant!

Token? e

Token!

¢V alid?

Valid!
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UCAN Sequence

Application Resource Server

G AULH?

Resource? s

G Resource!
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Skip Ratchet
current rev + 2n--2m

current rev + 2n
* Ratchet keys for future (backwards) secrecy ./\/-\/ 2\ §

+ Skip ratchet KDF for log-time fast forwards o1) &

Key, Key, Keys
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Preview: Codename "Dialog”

Scale, Aggregation, & Real Time

Global: Aggregation, Forms, Feeds
Gossip Broadcast

Collaboration, Chat, Instant Sync
Soft Realtime Store
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