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• W3C 

• Microsoft 

• Government of British Columbia 

• Based on public-key cryptography 

• Truly “universal” user IDs 

• Agnostic about backing 

• For users, devices, and more
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JWT → UCAN
{ 
  "iss": "did:key:z6MksXQBfL8owztTCJTm7hNRf6b18YxXPp3i66oJHm8L3YGJ", 
  "aud": "did:key:z6MkvXfPUv8bxtsVQiGo7Ntk4qKJNcgK2it52pc73teUpRLT", 
  "nbf": 1639608293, 
  "exp": 9256939505, 
  "att": [ 
    { 
      "with": "wnfs://demouser.fission.name/public/photos/", 
      "can": "OVERWRITE" 
    }, 
    { 
      "with": "wnfs://demouser.fission.name/public/notes/", 
      "can": "APPEND" 
    } 
  ], 
  "prf": [  
"eyJhbGciOiJFZERTQSIsInR5cCI6IkpXVCIsInVjdiI6IjAuNy4wIn0.eyJhdWQiOiJkaWQ6a
2V5Ono2TWtzWFFCZkw4b3d6dFRDSlRtN2hOUmY2YjE4WXhYUHAzaTY2b0pIbThMM1lHSiIsImF
0dCI6W3sid25mcyI6ImRlbW91c2VyLmZpc3Npb24ubmFtZS9wdWJsaWMvcGhvdG9zLyIsImNhc
CI6Ik9WRVJXUklURSJ9XSwiZXhwIjo5MjU2OTM5NTA1LCJpc3MiOiJkaWQ6a2V5Ono2TWtwNUV
zejlzMk1Ic3FZdkxvY2N5SHdYNVNleVpLcHE3OUd0NDVmRkdFWlI5OSIsIm5iZiI6MTYzOTYwO
DI5MywicHJmIjpbXX0.4TNhuHRrPG9aHo869HXlsNK8_FmlShQ5GzG4itN2NKk-
yKTbAMoFwTuptG0XFgNIvHulPplVzZYDVDexo76kAw", 
    
"eyJhbGciOiJFZERTQSIsInR5cCI6IkpXVCIsInVjdiI6IjAuNy4wIn0.eyJhdWQiOiJkaWQ6a
2V5Ono2TWtzWFFCZkw4b3d6dFRDSlRtN2hOUmY2YjE4WXhYUHAzaTY2b0pIbThMM1lHSiIsImF
0dCI6W3sid25mcyI6ImRlbW91c2VyLmZpc3Npb24ubmFtZS9wdWJsaWMvbm90ZXMvIiwiY2FwI
joiT1ZFUldSSVRFIn1dLCJleHAiOjkyNTY5Mzk1MDUsImlzcyI6ImRpZDprZXk6ejZNa3A1RXN
6OXMyTUhzcVl2TG9jY3lId1g1U2V5WktwcTc5R3Q0NWZGR0VaUjk5IiwibmJmIjoxNjM5NjA4M
jkzLCJwcmYiOltdfQ.MgYarLqy7RmQ1AIrqYL6cFy9z7a5WIAU--
TYARPSgirOSszvar3_DNr25rbPretHbnT0mMVKyoaQXruR7KbrBg" 
  ] 
}

kwRdqPN74pkcpXGgdk7Z7FW3M1mRR
YaDE5ZgkG6srAuu6V6mvMVRdBLnD5
CWid-X4tDIKpliVjlCSLTntB4pCw

{ 
  "alg": "EdDSA", 
  "typ": "JWT", 
  "ucv": "0.8.0" 
}

Header

Payload

Signature
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Proof

{ 
  "iss": "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5SeyZKpq79Gt45fFGEZR99", 
  "aud": "did:key:z6MksXQBfL8owztTCJTm7hNRf6b18YxXPp3i66oJHm8L3YGJ", 
  "nbf": 1639608293, 
  "exp": 9256939505, 
  "att": [ 
    { 
      "with": "wnfs://demouser.fission.name/public/photos/", 
      "can": "OVERWRITE" 
    } 
  ], 
  "prf": [] 
}

4TNhuHRrPG9aHo869HXlsNK8_FmlShQ5GzG
4itN2NKk-
yKTbAMoFwTuptG0XFgNIvHulPplVzZYDVDe
xo76kAw

{ 
  "alg": "EdDSA", 
  "typ": "JWT", 
  "ucv": "0.8.0" 
}

Header

Payload

Signature
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Ratchet keys for future (backwards) secrecy 

Skip ratchet KDF for log-time fast forwards
O(2 * log n) 
Θ(1) 🎉

current rev + 2n

current rev + 2n --2m
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🎉 Thank You, IPFS þing 🇮🇸
https://fission.codes 

✨ white paper.fission.codes ✨ 
✨ github.com/ucan-wg ✨ 

brooklyn@fission.codes 
@expede


