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The limitation of local knowledge
s the fundamental fact
apout the setting In which we work,
and itis a very powerful imitation

- Nancy Lynch, A Hundred Impossibility Proofs for Distributed Computing
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Nothing less than connecting
all of the world's users & services.

The HTTP" storage and compute equivalent:
open, interoperable, & everywhere.

Must be substantially better than Web 2.0
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Application Resource Server

¢ Auth?

Resource? s

G Resource!
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Yes, UCAN!

Wherefore ArtThou UCAN?

DIDs say Who yau are —
UCANSs show what you can do -

AuthZ




Yes, UCAN!
Teaser Token

eyJhbGc101JFZERTQSISINR5cCI6IkpXVCIsSINVjdilI6I JAuNy4wIn®.eyJhdWQ101JkaWQo6a2V50n02TWtzWFFCZkw4b3dodFRDSLRt
N2hOUmY2Y jE4WXhYUHAZzaTY2bOpIbThMM11lHS1IsImFOdCI6W3s1d25mcyI6ImRlbW91c2VyLmZpc3Npb24ubmFtZS9wdW]saWMvbm90
ZXMVITwi1Y2FwIjo1T1ZFULdSSVRFIN1dLCI1leHA10jJkyNTY5Mzk1IMDUsImlzcyI6oImRpZDprZXk6ejZNa3A1RXN6OXMyTUhzcV12TG9]
Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImIjoxNJM5NJA4MjkzLCIwemY10ltdfQ.MgYarLqy/RmQ1AIrqYL6CFy9z7a5wW
TAU--TYARPSg1r0Sszvar3_DNr25rbPretHbnTOMMVKyoaQXruR7KbrBg

{
"1ss": "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX55eyZKpq/79Gt45fFGEZR99",
"aud": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660JHM8L3YGI",
"exp": 9256939505,
"nbf": 1639608293,
"aEt" . [
"with": "wnfs://demouser.fission.name/public/notes/",
"can": "OVERWRITE"
}
]

}
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Yes, UCAN!

JWT » UCAN

Payload

"1ss": "did:key:z6MksXQBfL8owztTCIJTm/hNRTob18YXXPp31660JHMEL3YG]",
"aud": "duid:key:z6MkvXfPUv8bxtsVQi1Go/Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
Header "exp": 9256939505,
"fct" {"hello": "world},
"att" . [
{
"with": "wnfs://demouser.fission.name/public/photos/",
"can": "wnfs/overwrite"

1
"alg": "EdDSA",

Il.typll : IIJWTII ,

"ucv": "0.9.0"
}

}
{

"with": "wnfs://demouser.fission.name/public/notes/",
"can": "wnfs/append”




Yes, UCAN!

JWT » UCAN

Payload

"1ss": "did:key:z6MksXQBfL8owztTCIJTm/hNRTob18YXXPp31660JHMEL3YG]",
"aud": "duid:key:z6MkvXfPUv8bxtsVQi1Go/Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505, 1
"fCt" {Ilhe'L'Loll . ||W0r'l-d}, S’gnature
"att" . [
{
"with": "wnfs://demouser.fission.name/public/photos/",
"can": "wnfs/overwrite"

Header

KwRAqQPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkGosrAuu6VomvMVRdBLND5

g": "EdDSA",
: IIJWTII ,

: "0.9.0"

CWid-X4tDIKpliVjlCSLTntB4pCw

}
{

"with": "wnfs://demouser.fission.name/public/notes/",
"can": "wnfs/append”




Yes, UCAN!

JWT » UCAN

Payload

: "did:key: zGMksXQBfL80wthCJTm7hNRf6b18YxXPp316603Hm8L3YGJ"

‘nbf": 1639608293,

U \/ -~ UVOUA V U U \ 9 \ 9 9 CUUT

"exp": 9256939505, ;
"fCt" {"h@llO": "WOFld}, S’gnature
D .. "att": | kwRdqPN74pkcpXGgdk7Z7FW3M1mRR
9, JEODAT, { YaDE5ZgkG6s rAuu6V6mvMVRABLNDS
p": "IWT", "with": "wnfs://d .fission. blic/photos/"
. "0.9.0" } B o | to5L0N-NaME/PUBLLC/PROTOS/T, CWid-X4tDIKpliVilCSLTntBA4pCw
{)
"with": "wnfs://demouser.fission.name/public/notes/",
y "can": "wnfs/append"

]
}
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Yes, UCAN!

Anatomy of a Capabiiity

[
{
"with": "http://example.com/alice/photos/",
"can": "crud/read"
}s
{
"with": "matlto:boris@fission.codes"”,
"can": "msg/send",
gevae: .
to": "/.*@fission.codes/"
}
}



Yes, UCAN!

Anatomy of a Capabiiity

[

Resource / "noun” ----.. -
{
s (ws roamte cov/alceronstos ). (URI)
"can": "crud/read"
}s
{
"with": "matlto:boris@fission.codes"”,
"can": "msg/send",
gevae: .
to": "/.*@fission.codes/"
}
}



Yes, UCAN!

Anatomy of a Capabiiity

[

{ Resource / "noun” -----..
"with": ’ (ll’?’)
"can":

}, .

{ ... Action / "verb”
"with": "matlto:boris@fission.codes",
"can": "msg/send",
poyas s

to": "/.*@fission.codes/"
}
)



Yes, UCAN!

Anatomy of a Capabiiity

[ Resource / "noun” -----.. ,
{
witn (it reranpte comsaticerphotos/), (URI)
}, A
{ LT Action / "verb"
"with": "matlto:boris@fission.codes", . . .
All the info you need for invocation @
"can": "msg/send",

Extensible fields




Yes, UCAN!

Composable Standard Library




Yes, UCAN!

Composable Standard Library

Resource (URI) Action (Cap)
https: crud/create
matlto: crud/read
file: crud/update
wnts: crud/destroy
dns:
news: msg/send
msqg/receive
group/ban

group/join



Yes, UCANI!
Semantic Extension




Yes, UCAN!

Semantic Extension
{
"with": "http://example.com/alice/photos/",
"can": "crud/read"
}
{

"with": "http://example.com/alice/photos/cod_summit/",

"can": "album/publish"



Yes, UCANI!
Semantic Extension

{
"with": "http://example.com/alice/photos/",

"can": "crud/read"

"with": "http://example.com/alice/photos/cod_summit/",

"can": "album/publish"

album/publish = crud/read
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Yes, UCAN!
Chain Witnesses

Root




Yes, UCAN!
Chain Witnesses

Root Withess




Yes, UCAN!
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Yes, UCAN!
Non-Extractable Browser Keys
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Yes, UCAN!
Non-Extractable Browser Keys




Plugging Things Together

Composition & Flow

P







Every program has
(atleast) two purposes
the one for which it was written,
and another for which it wasn"t

— Alan Perlis, Epigram #16
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Composition & Flow
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Composition & Flow

Permissionless

aéhe cme

Coordination ||| :



Composition & Flow

Revocation
2 e

Coordination ||| :



Composition & Flow

Revocation
£ 4

UCAN CID

Coordination ||| :



Nice theory, how about a...

Nontrivial Example

\\\
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Nontrivial Example

Encoded

eyJhbGCc101WJFZERTQSISINR5CcCIGIKpXVCISINV)jdlI6I JAUNy4wIn®.eyJhdWQ101JkaWQ6a2V50no2T
Wt2WGZQVXY4YnhOc1ZRaUdvNO50azRxSOpOY2dLMmLONTIwYzczdGVVcFIMVCISsImFOdCI6GW3s1d25mcy
I6ImR1bW91c2VyLmZpc3Npb24ubmFtZS9wdW]saWMvcGhvdG9zLyIsImNhcCI6IKkOWRVIXUKLURSJIO9LHs
1d25mcyI6ImRLbW91c2VyLmZpc3Npb24ubmFtZS9wdWlsaWMvbm9OOZXMvIiwilY2FwIjo1T1ZFULASSVRF
In1dLCIleHA1O0jJkyNTY5MzkIMDUsImlzcyI6ImRpZDprZXkoejZNa3NYUUImTDhvd3pOVENKVGO3aESSZ
1Z1MThZeFhQcDNpNjZvSkhtOEwzWUAKI twibmImIjoxNjM5NjJA4MjkzLCIwecmY10ls1ZX1KaGJHY21PaU
PGWKVSVFFTSXNIbLI1YONINKLrcFhWQO1zSW5WamRpSTZJakF1TnkOd® LuMC5 leUpoZFdRaU9pSmthV1E
2YTIWNUQuUbzJUV3R6VOZGQlprdzR1M2Q2ZEZSRFNSUNROMMhPVW1ZM1LqRTRXWGhZVUhBemFUWTJ 1MHBJ
YLRoTUOXbEhTaUlzSW1GMGRDSTZXM3NpZDI1bWN5STZIbVIsY LcS5SMWMyVnIMbVpwYzNOcGIyNHV1bUZOW
LM5d2RXSNNhV012Y0dodmRHOXpMeU1zSW10aGNDSTZJaz LXULZKWFVrbFVSUO®o5WFN3aVpYaHdJam81TW
PVMKOUTTVOVEEXTENKcGMzTWLPaUprYVdARNmEYVjVPbm8yVFd0OdO5VVnplamx6TWsxSWMzR1lpka3h2WTJ
ONVNIZF1OVk5sZVZWTGNIRTNPVWQWTKRWbVIrZEZXbEKITINIcOLtNWlaaUk2TVRZek9QUWXdPREK1TX13
aWNISmi1JanB1WFgwLjRUTmMh1SFIyUEC5YUhvODY5SFhscO5L0F9GbWxTaFEIR3pHNGLOTjJ0S2steUtUY
KFNbOZ3VHVWAECWWEZNTk 12SHVsUHBsVnpaWURWRGV4bzc2aOF3I1tw1ZX1KaGJHY2 LPaUpGWKVSVFFTSX
NJOLI1YONINKLrcFhWQOLzSW5WamRpSTZJakF1Tnk0®d® LuMC5leUpoZFdRaU9pSmthV1E2YTIWNU9ubz]
UV3R6V0ZGQ1lprdzR1M2Q2ZEZSRFNSUNROMMhPVW1ZM1 LgRTRXWGhZVUhBemFUWTJ {MHBJY LROTUOXbERT
aUlzSW1GMGRDSTZXM3NpZDI1bWN5STZIbVIsY LcS5MWMyVn1IMbVpwYzNOcGIyNHV1bUZOWLM5d2RXSnNhV
012YmOSMFpYTXZJaXdpWTJGdO Lgb2 LUMVpGVWXKUINWUKkZIbJFKTENKbGVIQWLPamt5TLRZNU16azFNRF
VzSW1semN5STZIbVIwWkRwc lpYazZ1lalpOYTNBMVIYTjZPWE15VFVoemNWbDJURz LgWTNsSWQxZzFVMLY
1V2t0d2NUYzVSMI1EwWT LldaR1IwVmFVams1SW13aWJtSm1Jam94 TmpNNUSgQTRNamt6 TENKdA2NtWWLPbHRK
ZLEUTWAZYXIMcXk3Um1RMUFJcnFZTDZ jRnk5ej3dhNVdJQVUtLVRZQVIQU2dpck9Tc3p2YXIzXOR0cjI1cC
mJQcmVOSGIJuVDBtTVZLeWOhUVhydVI3S2JyQmci1XX0.kwRdgPN74pkcpXGgdk7Z7FW3MImRRYaDESZgkG
6srAuueVomvMVRABLND5CW1d-X4tDIKpl1VjLCSLTntB4pCw




Nontrivial Example

"EdDSA",

1] JWTII ,
"0.9.1"

Decoded

Payload

"1ss": "did:key:z6MksXQBfL8owztTCITm7hNRfob18YXXPp31660JHMEL3YG]",
"aud": "did:key:z6MkvXfPUv8bxtsVQiGo7Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,

"exp": 9256939505,

"aEt" . [

"with": "wnfs://boris.fission.name/public/photos/",
"can": "fs/append"
%,
"with": "wnfs://boris.fission.name/public/notes/",
y "can": "fs/append"

i
"prf": [

"eyJhbGc101JFZERTQSISINR5cCI6GIkpXVCISInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba
2V50n02TWtzZWFFCZkw4b3d6dFRDS LRtN2hOUmMY2Y jE4AWXhYUHAZzaTY2bOpIbThMM1lHS1IsImF
OdCI6W3s1d25mcyI6ImR1bWI1c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvcGhvdG9zLyIsImNhc
CI6GIkOWRVIXUKLURSJIOIXSwi1ZXhwIjo5MjU20TM5NTAL1LCIpc3M101IkaWQ6a2V50n02TWtwNUV
zej1zMk1Ic3FZdkxvY2N5SHAYNVN1eVpLcHE3OUdONDVmMRkAFWLI50SIsIm51Z1I6MTYzO0TYwO
DI5SMywicHImI jpbXX0.4TNhuHRrPG9aHo869HX1sNK8_FmlShQ5GzG4 1tN2NKk-
YKTbAMoFwTuptGOXFgNIVHUlPplVzZYDVDexo76kAw" ,

"eyJhbGc101JFZERTQSISINR5cCI6GIkpXVCISInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba
2V50n02TWtzZWFFCZkw4b3d6dFRDSLRtN2hOUmMY2Y jE4AWXhYUHAZaTY2bOpIbThMM11HS1IsImF
OdCIoW3s1d25mcyI6ImR1lbW91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvbmOOZXMvIiwilY2FwI
joi1T1ZFULdSSVRFIN1dLCI1eHA10jkyNTY5Mzk1MDUsImlzcyI6ImRpZDprZXk6ejZNa3A1RXN
60XMyTUhzcV12TG93Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImI joxNjM5NjA4M
jkzLCIwcmY10ltdfQ.MgYarLqy/7/RmQ1AIrgqYL6cFy9z7a5WIAU--

TYARPSg1r0Sszvar3_DNr25rbPretHbnTOmMMVKyoaQXruR7KbrBg"

]
}

Signature

KwRdAgPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkG6srAuueVomvMVRdBLND5

CWid-X4tDIKpliVjlCSLTntB4pCw




Nontrivial Example

"EdDSA",

1] JWTII ,

Decoded

Payload

"1ss": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXXPp31660JHMEL3YGI",
"aud": "did:key:z6MkvXfPUv8bxtsVQiGo7Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505,
"aEt" : [

"with": "wnfs://boris.fission.name/public/photos/",

"can": "fs/append"

b
1

"with": "wnfs://boris.fission.name/public/notes/",
"can": "fs/append"

eyJhbGCc1O01IJFZERTQSISINR5cCI6IkpXVCIsINVjdtlI6I JAuNy4wInO.eyJhdWQi01JkaWQoa
2VV50n02TWt zZWFFCZkw4b3d6dFRDSTRtN2hOUmMY2Y jE4AWXhYUHAZzaTY2bOpIbThMM1lHS1IsImF
DdCI6W3s1d25mcyI6ImR1bW91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvcGhvdG9zLyIsImNhc
I6Ik9WRVIXUKTURSJIOXSw1ZXhwIjo5MjU20TM5NTALILCIpc3M101IkaWQ6a2V50no2TWtwNUV
zej lzMk1Ic3FZdkxvY2N5SHAYNVN1leVpLcHE30UdONDVmMRKAFWLI50SIsIm51Z1I6MTYz0TYwO
DI5MywicHImI jpbXX0.4TNhuHRrPG9aHo869HX1sNK8_FmlShQ5GzG4 1tN2NKk-
KTbAMOFwTuptGOXFgNIVHUlPplVzZYDVDexo76kAw",

'eyJhbGc101JFZERTQSISINR5cCI6GIKkpXVCISInNVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQba
2\/50n02TWt zZWFFCZkw4b3d6dFRDSLRtN2hOUmMY2Y jE4AWXhYUHAZzaTY2bOpIbThMM11HS1IsImF
)dCIOW3s1d25mcyI6ImRLIbWI91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvbmOOZXMvIiwilY2FwI
jolT1ZFULdSSVRFIN1dLCI1eHA10jkyNTY5Mzk1MDUsImlzcyI6ImRpZDprZXk6ejZNa3A1RXN
H0XMyTUhzcV12TG93Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImI joxNjM5NjA4M
jkzLCIJwcmY101tdfQ.MgYarLgy/RmQ1AIrqYL6CcFy9z7a5WIAU--

YARPSgi1r0Sszvar3_DNr25rbPretHbonTOmMMVKyoaQXruR7KbrBg"

Signature

KwRdAgPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkGosrAuu6VomvMVRdBLND5

CWid-X4tDIKpliVjlCSLTntB4pCw




Nontrivial Example

Decoded Witness

Payload

"1ss": "duid:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5S5eyZKpq79Gt45fFGEZR99" , )
Header "aud": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660IJHMSL3YG]", Signature
"nbf": 1639608293,
"exp": 9256939505,
"aEt" . [

{ ATNhuHRrPG9aHo869HX1sNK8 Fm1ShQ5GzG

41tN2NKk-

"alg": "EdDSA",

"typ": "JIWT", yKTbAMoFwTuptGOXFgNIVHUlPplVzZYDVDe

X076KAw

"ucv": "0.9.1"

}

"with": "wnfs://boris.fission.name/public/photos/",
"can": "fs/append"




Nontrivial Example

ucan.xyz — Online Explorer / Validator



Nontrivial Example

ucan.xyz — Online Explorer / Validator

O Heythere

You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN Library to make some!

UCAN Check
Encoded Decoded

Paste an encoded UCAN Header
eyIhbGEIOIIFZERTQSISINRSCCISIkpXVCISINVdiI6[AUNYAwWIn0. ayIhdWQiOilkaWQ6a2V50no2 TWIAWFFCZ ;
kwab3d6dFRDSIRIN2hOUMY2Y]EAWXhYUHAZATY 260 pIbThMMAIHSIISIMFOdCI6W3sid25meyI6ImRIBWIL *alg': “EDDSA*,
c2VyLmZpe3INpb24ubmFIZSIwdWIsaWMyeGhvd GIzLy IsImNheCISIKIWRVIXUKIURS 19X SwiZXhwljo5MjU “typ*: “INT*,
20TMSNTALLCIpe3MiOiJkaWQ6a2V50no2 TWIwNUVzejlzMk1Ie3FZdkxvY 2N5SHAYNVNIeVpLeHE3OUJOND . fucy®: "0.7.8°
VMRKAFWII50SISIMSIZiIIEMTY2O0TYwODISMywicHImIjpbXX0.ATNhUHRIPGIaHoBEIHXISNKE_FmiIShQ5Gz :
GAItN2NKK-yKTbAMOFwWTuptGOXFENIVHULPpIV2ZYDVDexoT6kAw

Payload

1
“aud®: “did:ikey:zeMksXQBfLBoWZtTCITR7NNRESD1BYxXPp3i660IHNELIYG]",
fatt*: [
i
*wnfs”: “demouser.fission.name/public/photos/*,
“cap®: "OVERWRITE®

3
5

1,

“exp®: 9256939505,

"i1ss": “did:key:z6MKpSES2z9s2MHsgYvLOoCCyHMISSeyZKpgTIGLASEFGEZRSY ",
"nbt": 1639688293,

‘pxft: []

Signature

ATNhUHRIPGIAHOBEIHXLSNKE FrlShQS62G41tN2NKK - yKTDANCFNTUptGEXFENIVHUIPpLVZZYDYDexoT6kAW

Delegate 1

° Valid UCAN. The UCAN is valid and has not expired.

Explanation

Please see the JWT RFC and the UCAN specilication for more details.

Field Long Name Value Details

Signature Algorithm EdDSA The algorithm used to sign the UCAN

UCANS are JWTs

UCAN Version 0.7.0 The UCAN version

did:key: 26 MkpSES29s2ZMHsgYvioceyHwX5SeyZKpg79GL45IFGEZR99 The DID of the issuer. The UCAN must be signed with the private key of the issue

Audience did:key: 26 MksXQBILBow2t TCITM7ThNRIGb18YXXPp3i66oIHmMELIYG] The DID of the audience

Altenuation { “wnis": "demousertission.name/public/photas/®, "cap": "OVERWRITE" } Capabdlities granted or delegated to the audience

Expires At 9256939505 The UNIX time when the UCAN expires. Thas UCAN expires on May 5, 2263 at 5:05:05 AM PDT.

Not Belore 1639608293 The UNIX time after which the UCAN is valid. This UCAN became valid on December 15, 2021 at
2:44:53 PM PST.




ontrivial Example

Zz — Online Explorer / Validator

Payload

© Heythere 8¢

You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN lLibrary to make some!

UCAN Check "aud": "did:key:z6MksXQBfL8owztTCITm7hNRE6L1BYXXPp31i660IJHMEL3YGI",
Encoded Decoded "att": [

Paste an encoded UCAN Header {
eyIhbGEIOIIFZERTQSISINRSCCISIKpXVCISINVIAITE [AUNYAwIn0.eyIhaWQi0iTkaWQ6a2V50n02 TWIZWFFCZ ; " " " . . . -
kwab3d6dFRDSIRINZhOUMY2Y|EAWXhYUHAZATY 260 pIbThMM1IHSIISImFOACT6 W3sid25mey 16 ImRIBWIL *alg': “EdosA’, wnfs": demouser.fission.name / pu blic / P hotos / p
C2VyLmZpeINpb24ubmFIZSIwdWIsaWMye Ghvd GIzLy 1sImNhe CI6TKIWRVIXUKIURSIOXSwiZXhwTjoSMjU “typ*: “aNT*,

20TM5NTALLCIpe3MiOiTKaWQ6a2V50no2 TWIWNUVzejlzMk1Tc3FZdkxvY 2N5SHAYNVNIeVpLHE3OUAOND _ fucy': "a.7.@* n cap ., n OVERWRITE n
13 -

VMRKAFWIIS0SISIMSIZiI6MTY20TYwODISMywicHImIjpbXX0.4TNhUHRIPGIaHoBEIHXISNKE_FmiIShQ5Gz -

GAitN2NKk-yKTBAMOFWTuUptGOXFENIVHULPIVZZYDVDexoT6kAw

Payload

i
faud®: “did:key:zeMksXQBILBOWZtTCITRThNRESL1BYxXPp3i660IHNELIYG]",
SRE L=
i

9256939505,
"did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5SeyZKpq79Gt45fFGEZR99",
1639608293,

[]

*wnfs”: “demousexr.fission.name/public/photos/*,
*cap': "OVERWRITE"

1 9256939505,

: "did:key:z6MkpSES2z952MHsgYvLOCCYHAXSSeyZKpgTI9GLASEFGEZRSY ",
: 1639688293,

: N

ATNhUHRIPEIaHOBEIHXLSNKE FrlShQSG2641 tN2NKK - yKTDANOFNTUptGEXFENIVHUIPpLVZZYDYDexoTo kAW

A| Delegate 1
g

° Valid UCAN. The UCAN is valid and has not expired. x
Explanation
Please see the JWT RFC and the UCAN specification for more details.
Field Long Name Value Details
alg Signature Algorithm EdJDSA The algorithm used to sign the UCAN
typ Type IJWT UCANS are JWTs
ucv UCAN Version 0.7.0 The UCAN version
159 Issuer did:key: 26 MkpSES29s2ZMHsgYvLloceyHwX5SeyZKpg79GL45IFGEZR99 The DID of the issuer. The UCAN must be signed with the private key of the issuer 1o be valid.
aud Audience did:key: 26 MksXQBILBow2t TCITM7hNRIGL1BYXXPp3i660IHmMELIYG] The DID of the audience
an Altenuation { “wnis": "demousertission.name/public/photas/®, "cap": "OVERWRITE" } Capabdlities granted or delegated to the audience
exp Expires At 9256939505 The UNIX time when the UCAN expires. Thas UCAN expires on May 5, 2263 at 5:05:05 AM PDT.
nbt Not Belore 1639608293 The UNIX time after which the UCAN is valid. This UCAN became valid on December 15, 2021 at

2:44:53 PMPST.



Nontrivial Example

ucan.xvz — Online Explorer / Validator

R Payload

You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN Library to make some!

UCAN Check "aud": "did:key:z6MksXQBfL8owztTCITm7hNRE6b18YXXPp3i660JHM8L3YGI",
Encoded Decoded "att": [

Paste an encoded UCAN Header {

eyIhbGEIOIIFZERTQSISINRSCCISIkpXVCISINVdiII6AUNYAWIn0 eyIhdWQXOIIkaWQ 6a2V50no 2 TWIZWFFCZ P

kwidb3d6dFRDSIRINZhOUMY2YJEAWXhYUHAZATY 260 pIbThMMIIHSIISImFOACI6W3sid25mey 6 ImRIbWI1 “alg*: “EdOSA*, "wnfs": "demouser.fission.name / pu blic / P hotos / N p

c2VyLmZpe3Npb24ubmFIZSIwdWIsaWMyeGhvd GIzLy IsImNhe CI6IKIWRVIXUKIURSIIXSwiZXhwljo5MjU “typ*: “INT*,

20TM5NTAILCIpe3MIOiTkaWQ6a2V50n02TWIwNUVzejlzMK1Ie3FZdkxyY 2NSSHAYNVNLeVpLeHE3OUOND _ fucy': "a.7.@* " C ap ., n OVERWRITE n
VMRKAFWII50SISIMSIZII6MTY20T YwODISMywicHImIjpbXX0.4TNhUHRIPGOaHoB6IHXISNKE_FmIShQ5G2 - -
GAItN2NKK-yKTDAMOFWTUptGOXFENIVHULPpIVZZYDVDexoT6kAw

: Edld:key:xbﬂksXOBtLacmthCJTn7hKRf6blBYxXPpJ 1660JHNELIYG]", 9 2 5 6 9 3 9 5 0 5 ,

e v et "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5SeyZKpq79Gt45fFGEZR99",
e— 1639608293,

" "did:ikey:zeMkpSESz952MHsqYvLOCCyHMISSeyZKpg TIGLASEFGEZRSY ",
*: 1639688293,
*: 0

ATNhUHRIPEIaHOBEIHXLSNKE FrelSh)SG2G41tN2NKK - yKTDANOFNTUptGEXFENIVHUIPplVZZYDYDexoT6kAW

Delegate 1

@  Valid UCAN. The UCAN is valid and has not expired. V a l | d

true

Explanation

ceenmen oo Issuer did:key:z6 Mkp5Esz9s2MHsqYvLocc
Field  Long Name YHWX5SeyZKpq79Gt45fFGEZR99

alg Signature Algorithm EdDSA The algorithm used to sign the UCAN

Audience did:key:z6 MksXQBfL8owztTCITm7
hNRf6b18YXxXPp3i660JHMBL3YGI

did:key: 26 MKpSES29s2ZMHsgYvLex 7 R The DID of the issuer. The UCAN must be signed with the private key of the issuer to be valid

Audience did:key:2 CITMT7hNRIGLABYXXPp3i660IHMmaLIYG] The DID of the audience

Delegate 1 Selected

“wnis": "demouserfission.name/public/photas/®, "cap™: H Capabdlities granted or delegated to the audience

9256939505 The UNIX time when the UCAN expires. Thas UCAN expires on May 5, 2263 at 5:05:05 AM PDT.

Not Before 163960829 The UNIX time after which the UCAN is valid. This UCAN became valid on December 15, 2021 at

| e | @ Vvalid UCAN. The UCAN is valid and has not expired.
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Still Extremely Early Days for Web3!

Crossing the Chasm

Geoffrey Moore - 1991

Mainstream Markets
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How to Power a New Internet -

User Problems

Service composition is teo hard for many devs
(D)app UXIs too hard for many users
No one Is In eontrol of thelr data or compute
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How to Power a New Internet -

Adoption

Be aTrojan Horse
Bulld on widely
supported, familiar,
well-understood | Yl
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How to Power a New Internet -

Adoption

Play Nice with Others
Plug Into existing tools
Bridge to other standards
Integrate with other systems

Realpolitik
Fasier, as secure,
& more open than:
OAuth, X.509, SAML,
MetaMask, WalletConnect,
etc
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Resources
(Some) Existing Subprojects

* https://github.com/ucan-wg/
* Spec, Improvement Proposals
* {s-ucan

¢ rsS-ucan

+ go-ucan
* hs-ucan

+ ucan-ipld

* Ucan-bearer-token

* AWAKE




Resources

Upcoming




Resources

Upcoming

+ Gettoa LTS v1.0 — Q12023
* ucan-cacao / SIWE

+ WhoCAN &

* ucan-invocation

* ucan-chan (state channels)

* ucan-wg/cosigner
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Resources

Invocation

+ UCAN as RPC

+ System at DAG House

* [PVM
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Further Reading

https://talk.fission.codes/t/user-controlled-authorization-networks-ucan-resources/1122

Capability Myths Demolished (https://srl.cs.jhu.edu/pubs/SRL2003-02.pdf)

ACLs Don't (http://waterken.sourceforge.net/aclsdont/current.pdf)
https://erights.org

https://theworld.com/~cme/html/spki.html



https://ucan.xyz
https://github.com/ucan-wg

& Thank You, CoD Summite

brooklyn@fission.codes
https://fission.codes
github.com/expede
@expede
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