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Every program has (atleast) two
purposes: the one for which it was
written, and another for wnich it wasnt

Alan Perlis, Epigram #16






Cryptography s a tool for turning
lots of different problems into
key management problems

Dr. Lea Kissner, Google's Global Lead of Privacy Technologies



Brooklyn Zelenka
@expede




Brooklyn Zelenka
@expede

. Cofounder & CTO at Fission
. https://fission.codes / @FISSIONCodes

. Chain agnostic from the ground up!




Brooklyn Zelenka
@expede

. Cofounder & CTO at Fission
. https://fission.codes / @FISSIONCodes

. Chain agnostic from the ground up!

. Editor of the UCAN spec



Brooklyn Zelenka
@expede

. Cofounder & CTO at Fission
. https://fission.codes / @FISSIONCodes

. Chain agnostic from the ground up!

. Editor of the UCAN spec

. Background: PLT, VMs, Formal Methods, Distributed Systems



Brooklyn Zelenka
@expede

. Cofounder & CTO at Fission
. https://fission.codes / @FISSIONCodes

. Chain agnostic from the ground up!

. Editor of the UCAN spec
. Background: PLT, VMs, Formal Methods, Distributed Systems

. Meetups: VanFP, Code & Coffee, Distributed Systems Reading Group



Brooklyn Zelenka

@expede

Cofounder & CTO at Fission
. https://fission.codes / @FISSIONCodes

. Chain agnostic from the ground up!

Editor of the UCAN spec

Background: PLT, VMs, Formal Methods, Distributed Systems

Meetups: VanFP, Code & Coffee, Distributed Systems Reading Group——~
https://lu.ma/distributed—systems
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Meta

Wherefore Art Thou UCAN?

DIDs say Who yau are —
UCANs show what you can do

AuthZ




Meta
Teaser Token

eyJhbGc101JFZERTQSISINR5cCI6IkpXVCIsINVjdilI6I JAuNy4wIn®.eyJhdWQ101JkaWQo6a2V50no02TWtzWFFCZkw4b3dodFRDS LRt
N2hOUmY2Y jE4WXhYUHAzaTY2bOpIbThMM11IHS1IsImFOdCI6W3s1d25mcyI6oImRlbW91c2VyLmZpc3Npb24ubmFtZS9wdW]saWMvbm90
ZXMVIWwi1Y2FwIjo1T1ZFULdSSVRFIN1dLCILleHA10JkyNTY5Mzk1IMDUsImlzcyI6ImRpZDprZXko6ejZNa3A1RXN6OXMyTUhzcV12TG9]
Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImIjoxNJM5NJA4MjkzLCIwemY10ltdfQ.MgYarLqy/RmQ1AIrqYL6CcFy9z7a5W
TIAU--TYARPSg1r0Sszvar3_DNr25rbPretHbnTOMMVKyoaQXruR7KbrBg

{
"1ss": "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX55eyZKpq/79Gt45fFGEZR99",
"aud": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660JHM8L3YGI",
"exp": 9256939505,
"nbf": 1639608293,
"aEt" . [
"with": "wnfs://demouser.fission.name/public/notes/",
"can": "OVERWRITE"
}
]

}
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How to Power a New Internet 4

webJ3 > Blockchain

P2P, IPFS, Matrix

Open, accessible, trustless, portable

User sovereignty: mobile browsers, local-first

..and so on
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How to Power a New Internet 4

It's Still Extremely Early Days!

Crossing the Chasm

customers Geoffrey Moore - 1991

/ Mainstream Markets

Early Markets

smaller
chasm

e
=

Innovators Farly Adopters Early Majority Late Majority
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User Problems

Dapp UXIs teo hard for many users
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Dev Problems

Too many (d)apps are centralized(!)
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Move the Needle

Realpolitik
Fasier, more secure, & more open than:
OAuth, X.509, SAML,
MetaMask, WalletConnect, etc
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Grant? )

Grant!

Token? s

Token!

Resource? s ————————

= \[alid ?

Valid!

G R@ S OUT CE
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UCAN Sequence

Application Resource Server

= Auth?

Resource? ==——p

Gre R@s0Urce!
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Design Principles |..

Adoption

Play Nice with Others
Plug Into existing tools

Bridge to other standarads

Integrate with other systems



User Controlled, Local-First, Universal Auth
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JWT > UCAN






UCAN

JWT > UCAN

Payload

"1ss": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660JHMEL3YGI",
"aud": "duid:key:z6MkvXfPUv8bxtsVQ1Go/Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
Header "exp": 9256939505,
"fct" {"hello": "world},
"att" . [
{
"with": "wnfs://demouser.fission.name/public/photos/",
"can": "wnfs/overwrite"

1
"alg": "EdDSA",

Il.typll : IIJWTII ,

"ucv": "0.9.0"
}

}
{

"with": "wnfs://demouser.fission.name/public/notes/",
"can": "wnfs/append"




Payload

"1ss": "did:key:z6MksXQBfL8owztTCIJTm/hNRTob18YXxXPp31660JHMEL3YG]",
"aud": "duid:key:z6MkvXfPUv8bxtsVQ1Go/Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505, 1
"fCt" {llhe'L'LOu: "WOFId}, S’gnature
"att": [
{
"with": "wnfs://demouser.fission.name/public/photos/",
"can": "wnfs/overwrite"

KwRAqQPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkGosrAuu6VomvMVRdBLND5

g": "EdDSA",

p": "JWT",
: "0.9.0"

CWid-X4tDIKpliVjlCSLTntB4pCw

}
{

"with": "wnfs://demouser.fission.name/public/notes/",
"can": "wnfs/append"




Payload

{
: "dud:key: zGMksXQBfL80wthCJTm7hNRf6b18YxXPp316603Hm8L3YGJ"
“nbf": 1639608293, ' ’
"exp": 9256939505, :
"fCt" {llhello": "WOFld}, S’gnature
g": "EdDSA" "a’{ct"= [ kwRdqPN74pkcpXGgdk7Z7FW3M1mRR
p": "JIWT", wWith™: "wnfs://d fission. blic/photos/" YaDE5ZgkGosrAuu6VomvMVRdBLND5
. "0.9.0" T2/ demOuSET . Tission. name/public/photos/, CWid-X4tDIKpliVilCSLTntBA4pCw
%,
"with": "wnfs://demouser.fission.name/public/notes/",
y "can": "wnfs/append"

]
}
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Anatomy of a Capability

[
{
"with": "http://example.com/alice/photos/",
"can": "crud/read"
}s
{
"with": "matlto:boris@fission.codes"”,
"can": "msg/send",
"ext": {
to": "/.*@fission.codes/"
}
}



UCAN

Anatomy of a Capability

: { Resource / "noun” :----..
withs(“http://example con/alice/photos/ ], (URI)
"can": "crud/read"

}s
{
"with": "matlto:boris@fission.codes",
"can": "msg/send",
"ext": {
to": "/.*@fission.codes/"
}
}



UCAN

Anatomy of a Capability

: { Resource / "noun” :----..
with* s *http://exanple. con/alice/photos/). (URI)
} 4
{ ... Action / "verb”
"with": "matlto:boris@fission.codes",
"can": "msg/send",
"ext": {
to": "/.*@fission.codes/"
}
}



UCAN

Anatomy of a Capability

: { Resource / "noun” :----..
with®:{*http://exanple con/alice/photos/}, (URI)
} A
{ ... Action / "verb"
"with": "matlto:boris@fission.codes"”,
"can": "msg/send",

Extensible fields
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Chain Witnesses

. .
---------------------
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Root




UCAN
Chain Witnesses

Root Withess




UCAN
Chain Witnesses

Root Withess Invoked
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UCAN
Zoomed Out

P
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UCAN

Composable Standard Library

Resource (URI) Action (Cap)
https: crud/create
matlto: crud/read
file: crud/update
wnts: crud/destroy
dns:
news: msg/send
msqg/receive
group/ban

group/join
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Semantic Extension
{
"with": "http://example.com/alice/photos/",
"can": "crud/read"
}
{

"with": "http://example.com/alice/photos/devconnect/",

"can": "album/publish"



UCAN
Semantic Extension

{
"with": "http://example.com/alice/photos/",

"can": "crud/read"

"with": "http://example.com/alice/photos/devconnect/",

"can": "album/publish"

album/publish = crud/read
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Nontrivial Example

Encoded

eyJhbGCc101WJFZERTQSISINR5CcCIGIKpXVCISINV)jdlI6I JAUNy4wIn®.eyJhdWQ101JkaWQ6a2V50no2T
Wt2WGZQVXY4YnhO®c1ZRaUdvNO50azRxSOpOY2dLMmLONTIwYzczdGVVcFIMVCISImFOdCI6GW3s1d25mcy
I6ImR1bW91c2VyLmZpc3Npb24ubmFtZS9wdW]saWMvcGhvdG9zLyIsImNhcCI6IKkOWRVIXUKLURSJIO9LHs
1d25mcyI6ImRLbW91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvbm9OOZXMvIiwilY2FwIjo1T1ZFULASSVRF
In1dLCIleHA1OjJkyNTY5MzkIMDUsImlzcyI6ImRpZDprZXkoejZNa3NYUUImTDhvd3pOVENKVGO3aESSZ
1Z1MThZeFhQcDNpNjZvSkhtOEwzWUAKI twibmImIjoxNjM5NjJA4MjkzLCIwecmY10ls1ZX1KaGJHY21PaU
PGWKVSVFFTSXNIbLI1YONINKLrcFhWQO1zSW5WamRpSTZJakF1TnkOd® LuMC5 leUpoZFdRaU9pSmthV1E
2YTIWNU9uUbzJUV3R6VOZGQlprdzR1M2Q2ZEZSRFNSUNROMMhPVW1ZM1LqRTRXWGhZVUhBemFUWTJ 1MHBJ
YLROoTUOXbEhTaUlzSW1GMGRDSTZXM3NpZDI1bWN5STZIbVIsY LcS5SMWMyVnIMbVpwYzNOcGIyNHV1bUZOW
LM5d2RXSNNhV012Y0dodmRHOXpMeU1zSW10aGNDSTZJaz LXULZKWFVrbFVSUO®o5WFN3aVpYaHdJam81TW
PVMKOUTTVOVEEXTENKcGMzTWLPaUprYVdARNmEYVjVPbm8yVFd0OdO5VVnplamx6TWsxSWMzR1lpka3h2WTJ
ONVNIZF1OVk5sZVZWTGNIRTNPVWQWTKRWbVIrZEZXbEKITINIcOLtNWlaaUk2TVRZek9QUWXdPREK1TX13
aWNISmi1JanB1WFgwLjRUTmMh1SFIyUEcC5YUhvODY5SFhscO5L0F9GbWxTaFEIR3pHNGLOTjJ0S2steUtUY
KFNbOZ3VHVWAECWWEZNTKk 12SHVsUHBsVnpaWURWRGV4bzc2aOF3I1tw1ZX1KaGJHY2 LPaUpGWKVSVFFTSX
NJobLI1YONINKLrcFhWQOLzSW5WamRpSTZJakF1Tnk0®d® LuMC5leUpoZFdRaU9pSmthVI1E2YTIWNU9ubzJ]
UV3R6V0ZGQ1lprdzR1M2Q2ZEZSRFNSUNROMMhPVW1ZM1 LgRTRXWGhZVUhBemFUWTJ {MHBJY LROTUOXbERT
aUlzSW1GMGRDSTZXM3NpZDI1bWN5STZIbVIsY LcS5MWMyVn1IMbVpwYzNOcGIyNHV1bUZOWLM5d2RXSnNhV
012YmOSMFpYTXZJaXdpWTJGdO Lgb2 LUMVpGVWXKUINWUKZIbJFKTENKbGVIQWLPamt5TLRZNU16azFNRF
VzSW1semN5STZIbVIwWkRwc lpYazZ1lalpOYTNBMVIYTjZPWE15VFVoemNWbDJURz LgWTNsSWQxZzFVMLY
1V2t0d2NUYzVSMI1EwWT ldaR1IwVmFVams1SW13aWJtSm1Jam94 TmpNNUSgQTRNamt6 TENKA2NtWWLPbHRK
ZLEUTWdZYXIMcXk3Um1RMUFJcnFZTDZ jRnk5ejdhNVdJQVUtLVRZQVIQU2dpck9Tc3p2YXIzXOR0cjI1cC
mJQcmVOSGIJuVDBtTVZLeWOhUVhydVI3S2JyQmc1XX0.kwRdgPN74pkcpXGgdk7Z7FW3MImRRYaDESZgkG
6srAuueVomvMVRABLND5CW1d-X4tDIKpl1VjLCSLTntB4pCw




Nontrivial Example

"EdDSA",

] JWTII ,
"0.8.0"

Decoded

Payload

"1ss": "did:key:z6MksXQBTfL8owztTCITm7hNRf6b18YXxXPp31660JHMEL3YGI",
"aud": "did:key:z6MkvXfPUv8bxtsVQiGo7Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505,
"aEt" . [

"with": "wnfs://demouser.fission.name/public/photos/",

"can": "OVERWRITE"

1
1

"with": "wnfs://demouser.fission.name/public/notes/",
"can": "APPEND"

}
1,

||pr.':||: [

"eyJhbGc101JFZERTQSISINR5cCI6GIkpXVCISsInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba
2V50n02TWtzZWFFCZkw4b3d6dFRDS LRtN2hOUmMY2Y jE4AWXhYUHAZzaTY2bOpIbThMM1lHS1IsImF
OdCI6W3s1d25mcyI6ImR1bWI1c2VyLmZpc3Npb24ubmFtZS9wdWIlsaWMvcGhvdG9zLyIsImNhc
CI6GIkOWRVIXUKLURSIOIXSw1ZXhwIjo5MjU20TM5NTAL1LCIpc3M101IkaWQ6a2V50n02TWtwNUV
zej1lzMk1Ic3FZdkxvY2N5SHAYNVN1leVpLcHE30UdONDVmMRKAFWLI50SIsIm51Z1I6MTYz0TYwO
DI5SMywicHImI jpbXX0.4TNhuHRrPG9aHo869HX1sNK8_FmlShQ5GzG4 1tN2NKk-
YKTbAMOFwTuptGOXFgNIVHUlPplVzZYDVDexo76kAw" ,

"eyJhbGc101JFZERTQSISINR5cCI6GIKkpXVCISInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba
2V50n02TWtzZWFFCZkw4b3d6dFRDSLRtN2hOUmMY2Y jE4AWXhYUHAZzaTY2bOpIbThMM11THS1IsImF
OdCIoW3s1d25mcyI6ImR1lbW91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvbmOOZXMvI iwilY2FwI
joi1T1ZFULdSSVRFIN1dLCI1eHA10jkyNTY5Mzk1MDUsImlzcyI6ImRpZDprZXk6ejZNa3A1RXN
60XMyTUhzcV12TG93Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImI joxNjM5NjA4M
jkzLCIwcmY10ltdfQ.MgYarLqy/7/RmQ1AIrgqYL6cFy9z7a5WIAU--

TYARPSg1r0Sszvar3_DNr25rbPretHbnTOmMMVKyoaQXruR7KbrBg"

]
}

Signature

KwRdAgPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkG6srAuueVomvMVRdBLND5

CWid-X4tDIKpliVjlCSLTntB4pCw




Nontrivial Example

"EdDSA",

] JWTII ,

Decoded

Payload

"1ss": "did:key:z6MksXQBTfL8owztTCITm7hNRf6b18YXxXPp31660JHMEL3YGI",
"aud": "did:key:z6MkvXfPUv8bxtsVQiGo7Ntk4gKINcgK21t52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505,
"aEt" . [

"with": "wnfs://demouser.fission.name/public/photos/",

"can": "OVERWRITE"

1
1

"with": "wnfs://demouser.fission.name/public/notes/",
"can": "APPEND"

eyJhbGCc1O01IJFZERTQSISINR5cCI6IkpXVCIsINVjdtlI6I JAuNy4wInO.eyJhdWQi01JkaWQoa
2VV50n02TWt zZWFFCZkw4b3d6dFRDSTRtN2hOUmMY2Y JE4AWXhYUHAZzaTY2bOpIbThMM11THS1IsImF
DdCI6W3s1d25mcyI6ImR1bW91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvcGhvdG9zLyIsImNhc
I6Ik9WRVIXUKTURSJIOXSw1ZXhwIjo5MjU20TM5NTALILCIpc3M101IkaWQ6a2V50no2TWtwNUV
zejlzMk1Ic3FZdkxvY2N5SHAYNVN1leVpLcHE30UdONDVmMRKAFWLI50SIsIm51Z1I6MTYz0TYwO
DI5MywicHImMI jpbXX0.4TNhuHRrPG9aHo869HX1sNK8_FmlShQ5GzG4 1tN2NKk-
KTbAMOFwTuptGOXFgNIVHUlPplVzZYDVDexo76kAw" ,

'eyJhbGc101JFZERTQSISINR5cCI6GIKkpXVCISsInVjdiI6IjAuNy4wIn®.eyJhdWQi0i1JkaWQoba
2\/50n02TWt zZWFFCZkw4b3d6dFRDSLRtN2hOUmMY2Y jE4AWXhYUHAZaTY2bOpIbThMM11THS1IsImF
)dCIOW3s1d25mcyI6ImRlbWI91c2VyLmZpc3Npb24ubmFtZS9wdWIsaWMvbmOOZXMvIiwilY2FwI
jolT1ZFULdSSVRFIN1dLCI1eHA10jkyNTY5Mzk1MDUsImlzcyI6ImRpZDprZXk6ejZNa3A1RXN
H0XMyTUhzcV12TG93Y31Id1glU2V5WktwcTc5R3QONWZGROVaUjk5I1twibmImI joxNjM5NjA4M
jkzLCIJwcmY101tdfQ.MgYarLgy/RmQ1AIrqYL6CcFy9z7a5WIAU--

YARPSgi1r0Sszvar3_DNr25rbPretHbonTOMMVKyoaQXruR7KbrBg"

Signature

KwRdAgPN74pkcpXGgdk7Z7FW3M1ImRR
YaDE5ZgkGosrAuu6VomvMVRdBLND5

CWid-X4tDIKpliVjlCSLTntB4pCw




Nontrivial Example

Decoded Withess #1

Payload

"1ss": "duid:key:z6Mkp5Esz9s2MHsqYvLoccyHwX55eyZKpq79Gt45fFGEZR99" , )
Header "aud": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660IHMSL3YG]", Signature
"nbf": 1639608293,
"exp": 9256939505,
"aEt" . [

{ ATNhuHRrPG9aHo869HX1sNK8 Fm1ShQ5GzG

"alg": "EdDSA", 41tN2NKK-

Iltypll : IIJWTII ,

YyKTbAMOFwTuptGOXFgNIVHUlPplVzZYDVDe

"ucv": "0.8.0" X076kAw

}

"with": "wnfs://demouser.fission.name/public/photos/",
"can": "OVERWRITE"




Nontrivial Example

ucan.xyz — Online Explorer / Validator




Nontrivial Example

ucan.xyz — Online Explorer / Validator

O Heythere 8¢

You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN Library to make some!

UCAN Check
Encoded Decoded

Paste an encoded UCAN

Header
eyIhbGEIOIIFZERTQSISINRSCCISIkpXVCISINVdiI6[AUNYAwWIn0. ayIhdWQiOilkaWQ6a2V50no2 TWIAWFFCZ i
kwab3d6dFRDSIRIN2hOUMY2Y]EAWXhYUHAZATY 250 pIbThMMAIHSIISIMFOdCI6W3sid25mey 6 ImRIBWI L *alg*: “EdDSA*,
c2VyLmZpe3INpb24ubmFIZSIwdWIsaWMyeGhvd GIzLy IsImNheCISIKIWRVIXUKIURS 19X SwiZXhwljo5MjU “typ*: “INT,
20TMSNTALLCIpe3MiOiJkaWQ6a2V50no2 TWIwNUVzejlzMk1Ie3FZdkxvY 2N5SHAYNVNIeVpLeHE3OUJOND ; ‘ucv®: "a.7.6°
VMRKAFWII50SISIMSIZiIIEMTY2O0TYwODISMywicHImIjpbXX0.ATNhUHRIPGIaHoBEIHXISNKE_FmiIShQ5Gz
GAitN2NKK-yKTbAMoFwWTuptGOXFENIVHULPpIV2ZYDVDexo76kAw

Payload
i
faud®: “did:key:z6MksXQBfLBowztTCITRTRNRESL1BYXXFPp31660IHNELIYG]",
*att®: [
i

*wnfs”: “demouser.fission.name/public/photos/*,
*cap®: "OVERWRITE®
3

1.
“exp®: 9256939505,
"1zs": “did:key:z6MKkpSES2952MHsqYvLOoCcCyHAXSSeyZKpg TI9GLASEFGEZRT ",
"nbf*: 1639688293,
“pxtt: []

Signature

ATNhUHRIPGIAHOBEIHXLSNKE FrlShQS62G41tN2NKK - yKTDANCFNTUptGEXFENIVHUIPpLVZZYDYDexoT6kAW

Delegate 1

© Valid UCAN. The UCAN is valid and has not expired. x
Explanation
Please see the JWT RFC and the UCAN specilication for more details.
Field Long Name Value Details
alg Signature Algorithm EdJDSA The algorithm used to sign the UCAN
typ Type IWT UCANS are JWTs
ucv UCAN Version 0.7.0 The UCAN version
iss Issuer did:key: 26 MkpSES29s2MHsgYvLoccyHwX5SeyZKpg 79GL45IFGEZR99 The DID of the issuer. The UCAN must be signed with the private key of the issuer to be valid.
aud Audience did:key: 26 MksXQBILBow2t TCITM7hNRIGb18YXXPp3i660IHmMELIYG] The DID of the audience
att Altenuation { “wnis": "demousertission.name/public/photas/®, "cap": "OVERWRITE" } Capabdlities granted or delegated to the audience
exp Expires At 9256939505 The UNIX time when the UCAN expires. This UCAN expires on May 5, 2263 at 5:05:05 AM PDT.
nbt Not Before 1639608293 The UNIX time after which the UCAN i< valid. This UCAN became valid on December 15, 2021 at

2:44:53 PMPST.



ontrivial Example

ucan.xyz — Online Explorer / Validator

Payload

O Heythere 8¢

You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN Library to make some!

UCAN Check "aud": "did:key:z6MksXQBfL8owztTCITm7hNRE6b18YxXPp3i660IHMEL3YGI",
Encoded Decoded "att": [

Paste an encoded UCAN Header {
ey IhbGEi0iIFZERTQSISINRSCCISIkpXVCISInV|diT6lAUNYAwIn0.eyIhaWQiOiTkaWQ 6a2V50n0 2 TWIAVFFCZ : " " " . . . "
kwab3d6dFRDSIRINZhOUMY2YJEAWXhYUHAZATY 260 pIbThMMAIHSIISImFOACI6W3sid25meyT6ImRIBWOL “alg': “EdOSA*, wnfs": demouser.fission.name / pu blic / P hotos / p
c2VyLmZpe3Npb24ubmFIZSIwdWIsaWMye Ghvd GIzLyIsImNhe CI6IKIWRVIXUKIURSIIXSwiZXhwljoSMjU “typ*: “INT*,
20TMSNTALLCIpe3MIOiTkaWQ6a2V50n02 TWIwNUVzeflzMk1Ic3FZdkxvY 2N5SHAYNVNIEVpLCHE3OUAOND ‘ucy': "8.7.@" n ., n OVERWRITE n
. : cap :
VMRKAFWIIS0SISIMSIZiI6MTY20TYwODISMywicHImIjpbXX0.4TNhUHRIPGIaHoBEIHXISNKE_FmiIShQ5Gz
GAitN2NKk-yKTBAMOFwWTUptGOXFENIvHULPIVZZYDVDexoT6kAw }

Payload ]
I

i

::: ;dtd:koy:zeﬂks!oeﬂ.&mtl’cnnnlﬂfeblavxxm!1660JI||BL3VGJ' , n ex p n . 9 2 5 6 9 3 9 5 0 5 ,
i

s e Sscion.san punLic ok "iss": "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5SeyZKpq79Gt45£fFGEZR99",
"nbf": 1639608293,

1 9256939505,
: "did:key:z6MkpSES2z952MHsgYvLOCCYHAXSSeyZKpgTI9GLASEFGEZRSY ", n f ",
: 1639688293, p I .

=8

ATNhUHRIPGIAHOBEIHXLSNKE FrlShQS62G41tN2NKK - yKTDANCFNTUptGEXFENIVHUIPpLVZZYDYDexoT6kAW

7.

Delegate 1

° Valid UCAN. The UCAN is valid and has not expired. x
Explanation
Please see the JWT RFC and the UCAN specification for more details.
Field Long Name Value Details
alg Signature Algorithm EdJDSA The algorithm used to sign the UCAN
typ Type IJWT UCANS are JWTs
ucv UCAN Version 0.7.0 The UCAN version
iss Issuer did:key: 26 MkpSES29s2ZMHsgYvioceyHwX5SeyZKpg79GL45IFGEZR99 The DID of the issuer. The UCAN must be signed with the private key of the issuer to be valid.
aud Audience did:key: 26 MksXQBILBow2t TCITM7ThNRIGb18YXXPp3i66oIHmMELIYG] The DID of the audience
att Altenuation { “wnis": "demousertission.name/public/photas/®, "cap": "OVERWRITE" } Capabdlities granted or delegated to the audience
exp Expires At 9256939505 The UNIX time when the UCAN expires. This UCAN expires on May 5, 2263 at 5:05:05 AM PDT.
nbt Not Belore 1639608293 The UNIX time after which the UCAN i< valid. This UCAN became valid on December 15, 2021 at

2:44:53 PMPST.



Nontrivial Example

ucan.xyz — Online Explorer / Validator

Payload

O Heythere *

You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN Library to make some!

UCAN Check "aud": "did:key:z6MksXQBfL8owztTCITm7hNRE6b18YxXPp3i660IHMEL3YGI",
Encoded Decoded "att": [

Paste an encoded UCAN Header {

eyIhbGEIOIIFZERTQSISINRSCCISIkpXVCISINVdiII6AUNYAWIn0 eyIhdWQXOIIkaWQ 6a2V50no 2 TWIZWFFCZ P

kwidb3d6dFRDSIRINZhOUMY2YJEAWXhYUHAZATY 260 pIbThMMIIHSIISImFOACI6W3sid25mey 6 ImRIbWI1 “alg*: “EdOSA*, "wnfs": "demouser.fission.name / pu blic / P hotos / N p

c2VyLmZpe3INph24ubmFIZSIwdWIsaWMye Ghvd GIzLy IsImNheCI6TKIWRVIXUKIURSIIXSwiZXhwljo5SMjU “typt: “INT*,
20TMENTALLCIpe3MiOiTkaWQ6a2V50no2 TWiwNUVzeflzMk1Ie3FZdkxvY 2N5SHAYNVNIEVpLeHE3OUAOND | fuewt: te.7.8" n ca p nm. n OV E RW R ITE n
VMRKAFWII50SISIMSIZII6MTY20TYwODISMywicHImIjpbXX0.4TNhUHRIPGaHoB6IHXISNKE_FmiShQ5G2 -

GAItN2NKK-yKTDAMoFwWTuptGOXFENIvHulPpIVZZYDVDexo 76 kAw }

. Sdid-kev: . 1] 1]
5 [cud.key.xbﬂks:(OBtL!cmthCJTn7hKRf6blBYxXPpS 1660JHNELIYG]", ex p : 9 2 5 6 9 3 9 5 0 5 ,

ot ~demmutaz. ixsion. name/pubLic hotoe/. "iss": "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5SeyZKpq79Gt45£fFGEZR99",
"nbf": 1639608293,

*: 5256939505,
"1 “did:key:z6MkpSES2952MHsqYvLoCCyHNMXSSeyZKpg TI9GLASEFGEZRSI ", n f ",
*: 1639688293, p I o

0

ATNhUHRIPEIaHOBEIHXLSNKE FrelSh)SG2G41tN2NKK - yKTDANOFNTUptGEXFENIVHUIPplVZZYDYDexoT6kAW

Delegate 1

@ valid UCAN. The UCAN is valid and has not expired.

Valid true

Explanation

Please see the JWT RFC and the UCAN specification for more details. IS suer d | d key S 6 M k p 5 E S7Z 9 c 2 M H S qYV I_O GCC
Field Long Name Value Details
alg Signature Algorithm EdDSA The algorithm used to sign the UCAN yHWXSS€yZqu7th45fFG EZR99
Audience did:key:z6 MksXQBfL8owztTCITm7
The UCAN version hNRf6b18YXxXPp3i1660JHMEL3YGI
an Altenuation [ “wnis": "demouserfission.name/public/photos/®, "cap": "OVERWRITE" ; Capabdlities granted or delegated to the audience A D e le gate 1 S e leCte d
B @ Vvalid UCAN. The UCAN is valid and has not expired.




Nontrivial Example

Auth Should be Boring!

Fission Drive is your web native file system.
Your files, under your control, available everywhere.




Nontrivial Example

Auth Should be Boring!

Fission Drive is your web native file system.
Your files, under your control, available everywhere.
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Resources

Further Reading

. https://talk.fission.codes/t/user-controlled-authorization-networks-ucan-resources/1122

. https://github.com/ucan-wg/

- Spec, Improvement Proposals

- Libraries in TypeScript, Rust, Golang, Haskell

. Capability Myths Demolished (https://srl.cs.jhu.edu/pubs/SRL2003-02.pdf)

. ACLs Don't (http://waterken.sourceforge.net/aclsdont/current.pdf)

. https://erights.org

. https://theworld.com/~cme/html/spki.ntml



https://ucan.xyz
https://github.com/ucan-wg

& Thank You, CASA Amsterdam =

brooklyn@fission.codes
https://fission.codes
github.com/expede
@expede
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