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When speaking of computation,
all too much emphasis Is often placed on
the [services] themselves. The fabric of a
systemis the dynamic reference graph.

Mark Miller, An Ode to the Granovetter Diagram
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Brookiyn Zelenka @expede

+ Cofounder & CTO at Fission 3e
+ discord.gg/fissioncodes
+ @fission@plnetwork.xyz

+ Might know a thing or two about UCAN
+ github.com/ucan-wg

+ PLT and distributed systems are my jam

github.com/expede
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Move the Needlie

Realpolitik
Fasier, as secure, & more open than:
OAutn, X.509, SAML, Macaroons,
MetaMask, WalletConnect, etc
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Project Approach

Be aTrojanHorse|

Build onwidely |

supported, familiar,
well-understood
standards & tools
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Tools For Mere Mortals

HTTP Header

"Authorization: Bearer <ucan>"
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Case Study: Apps

| They're the same picture.
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Auth Models

ACLs

Designed for sharing a terminal (one)

Designed for networking (many)
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PSA: AGLS Don"t CRDT Well

RFP-004: Data laced with permissions: Decentralised access control
in CRDTs

Brief description Conflict-free replicated data types (CRDTs) provide a framework for creating eventually consistent data types that
can be shared amongst replicas and that guarantees liveliness and monotonicity. To allow replica creators and owners to keep control
over who has read and write access to a CRDT instance, we seek a decentralised Access control list (ACL) type that has typical ACL
security properties and that, when applied to a CRDT instance, still guarantees CRDT safety (that it provably converges to the same

value on all replicas).
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DRIVE

Fission Drive is your web native file system.
Your files, under your control, available everywhere.
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"Who" vs "What"

DIDs say Who you are +
UCANSs show what you can do -
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Teaser Token

"1ss": "did:Kkey:z6MkpSEsz9s2MHsqYvLoccyHwWX5SeyZKpq79GtUS+FGEZR99"
"aud": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660JHMEL3YGJI",
"exp": 9256939505,
"nbf": 1639608293,
"C&p" . {

"nns ://demouser.fission.name/public/notes/": {

"wnfs/append": [{"mime": "image/png"}]
$
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JWT » UCAN

"iss": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660JHMEL3YGJI",
"aud": "did:Kkey:z6MkvXfPUv8bxtsVQiGo7NtkUdgqKINcgK2it52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505,
Ilcapll . {
"nns :// demouser.fission.name/public/photos/": {
"store/overwrite": [{}]

3

"nns :// demouser.fission.name/public/notes/": {
"store/append": [1}]

:
Ly
||pr_F|| . [

"bafkreifhbe7hcmd7jdwkvghwmbtgqtdt7laiwg2téduoildrhigrdtgyq7e”,

"bafkreigpbimktgowomd7jv7frt3xvhb7atitdupgguykyn2cuunt32163ya"
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JWT » UCAN

Header

Ila'Lg ] :

Iltypll :

"EdDSA"
] ] JWT ] ]

Payload

"iss": "did:key:z6MksXQBfL8owztTCITm7hNRf6b18YXxXPp31660JHMEL3YGJI",
"aud": "did:Kkey:z6MkvXfPUv8bxtsVQiGo7NtkUdgqKINcgK2it52pc73teUpRLT",
"nbf": 1639608293,
"exp": 9256939505,
|lcapu: {
"nns :// demouser.fission.name/public/photos/": {
"store/overwrite": [{}]

t .
"nns :// demouser.fission.name/public/notes/": { f;’!]”éitll’f?

"store/append": [1}]

"KwRdqPN74pkcpXGgdk
TZTFW3M1ImRRYaDESZgX
G6srAuué6VémvMVRdBLN

¥
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||pr_F|| . [
"bafkreifhbe7hcmd7jdwkvghwmbtgqtdt7laiwg2téduoildrhigrdtgyq7e”,
"bafkreigpbimktgowomd7jv7frt3xvhb7atitdupgguykyn2cuunt32163ya"
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Header
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Anatomy of a Capabiiity
d

"http:// example.com/alice/photos/": 1

5

"crud/read": [{}]

"mailto:boris@fission.codes": {
"msg/send": [
1"to": "/.*@fission.codes/"}
]
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Composable Standard Library

Resource (URI) Ability (Cap)
https: crud/create
matlto: crud/read
file: crud/update
wnts: crud/destroy
dns:
news: msg/send
msqg/receive
group/ban

group/join
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ucan-1pld & CACAO

type UCAN struct {
v String

’ﬂwm\\\\\ iss Principal
aud Principal

[ \
| s Signature
‘\\ S i!!

- att [Capability] y
///””“‘\\,// \\,//’"““\\\ prf [&UCAN]
exp Int

fct [Fact]
hnc optional String

nbf optional Int

representation map 1
field fct default []
field prf default []

glthub.com/ucan-wg/ucan-1pld
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Authorised Data Retrieval

=

2 @bob
get: @alice/photos
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User Controlied Apps: IPFS 9 UCAN
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AWAKE: Authorised Channels

Diffie-Hellman Secret Message

Ratchet Chain Crypto
|

Alice's P-256 Bob's P-256 Current
Private Key Public Key Secret

Attacker Requestor

Temp ECDH DID Temp ECDH DID
& Auth Criteria & Auth Criteria

Responder

Authorization
& Secret Init

Actual DID
& Challenge

512-607

» Unique IV

Messages

» AES-Key

256-511 (OKM)

v
Next
Secret

-
|
|
|
|
|
|
|

-

L__I___I L___r_J -

Handshake

Session

Disconnection
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AWAKE: Authorised Channels

Attacker Requestor Responder

| | | =
Temp ECDH DID | Temp ECDH DID (2a)

|

& Auth Criteria | & Auth Criteria | (2b)
-—_—--m--ee-wee
|

| (3a)

| (3b)

|
|
|
|
Authorization |
& Secret Init |
|
|- Handshake
Actual DID
& Challenge

(4a)
(4b)
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Messages Session
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Distributed Invocation
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Scheduling
Config, etc
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Distributed Invocation

with: dns:example.com?TYPE=TXT |
do: crud/update

with: mailto://alice@example.com with: mailto://alice@example.com

do: msg/send do: msg/send .
to: bob@example.com to: carol@example.com Invocation

with: https://example.com/report
do: crud/update

Scheduling
Config, etc
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+ Community: https://github.com/ucan-wg

+ Capability Myths Demolished: https://srl.cs.jhu.edu/pubs/SRL2003-02.pdf

+ ERights: https://erights.org

+ SPKI: https://theworld.com/~cme/html/spki.html
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ucan.xyz — Online Explorer / Validator

O Heythere 8¢

You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN Library to make some!

UCAN Check
Encoded Decoded

Paste an encoded UCAN

Header
eyIhbGEIOIIFZERTQSISINRSCCISIkpXVCISINVdiI6[AUNYAwWIn0. ayIhdWQiOilkaWQ6a2V50no2 TWIAWFFCZ i
kwab3d6dFRDSIRIN2hOUMY2Y]EAWXhYUHAZATY 250 pIbThMMAIHSIISIMFOdCI6W3sid25mey 6 ImRIBWI L *alg*: “EdDSA*,
c2VyLmZpe3INpb24ubmFIZSIwdWIsaWMyeGhvd GIzLy IsImNheCISIKIWRVIXUKIURS 19X SwiZXhwljo5MjU “typ*: “INT*,
20TMSNTALLCIpe3MiOiJkaWQ6a2V50no2 TWIwNUVzejlzMk1Ie3FZdkxvY 2N5SHAYNVNIeVpLeHE3OUJOND 3 fucy®: "0.7.8°
VMRKAFWII50SISIMSIZiIIEMTY2O0TYwODISMywicHImIjpbXX0.ATNhUHRIPGIaHoBEIHXISNKE_FmiIShQ5Gz
G4itN2NKK-yKTBAMoFwTuptGOXFENIvHULPpIVZZYDVDexo 76k Aw

Payload
i
faud®: “did:key:z6MksXQBfLBowztTCITRTRNRESL1BYXXFPp31660IHNELIYG]",
Sapt== [
i

*wnfs”: “demouser.fission.name/public/photos/*,
*cap®: "OVERWRITE®
3

1.
“exp®: 9256939505,
"i1ss": “did:key:z6MKpSES2z9s2MHsgYvLOoCCyHMISSeyZKpgTIGLASEFGEZRSY ",
"nbt": 1639688293,
“pxtt: []

Signature

ATNhUHRIPGIAHOBEIHXLSNKE FrlShQS62G41tN2NKK - yKTDANCFNTUptGEXFENIVHUIPpLVZZYDYDexoT6kAW

Delegate 1

© Valid UCAN. The UCAN is valid and has not expired. x
Explanation
Please see the JWT RFC and the UCAN specification for more details.
Field Long Name Value Details
alg Signature Algorithm EdJDSA The algorithm used to sign the UCAN
typ Type IWT UCANS are JWTs
ucv UCAN Version 0.7.0 The UCAN version
i85 Issuer did:key: 26 MkpSES29s2ZMHsgYvioceyHwX5SeyZKpg79GL45IFGEZR99 The DID of the issuer. The UCAN must be signed with the private key of the issuer to be valid.
aud Audience did:key: 26 MksXQBILBow2t TCITM7hNRIGb18YXXPp3i660IHmMELIYG] The DID of the audience
att Altenuation { “wnis": "demousertission.name/public/photas/®, "cap": "OVERWRITE" } Capabdlities granted or delegated to the audience
exp Expires At 9256939505 The UNIX time when the UCAN expires. This UCAN expires on May 5, 2263 at 5:05:05 AM PDT.
nbt Not Before 1639608293 The UNIX time after which the UCAN i< valid. This UCAN became valid on December 15, 2021 at

2:44:53 PMPST.
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O Heythere 8¢

You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN Library to make some!

Zz — Online Explorer / Validator

Payload

UCAN Check "aud": "did:key:z6MksXQBfL8owztTCITm7hNRE6b18YxXPp3i660IHMEL3YGI",
Encoded Decoded "att": [

Paste an encoded UCAN Header {
ey IhbGEi0iIFZERTQSISINRSCCISIkpXVCISInV|diT6lAUNYAwIn0.eyIhaWQiOiTkaWQ 6a2V50n0 2 TWIAVFFCZ : " " " . . . "
kwab3d6dFRDSIRINZhOUMY2YJEAWXhYUHAZATY 260 pIbThMMAIHSIISImFOACI6W3sid25meyT6ImRIBWOL “alg': “EdOSA*, wnfs": demouser.fission.name / pu blic / P hotos / p
c2VyLmZpe3Npb24ubmFIZSIwdWIsaWMye Ghvd GIzLyIsImNhe CI6IKIWRVIXUKIURSIIXSwiZXhwljoSMjU “typ*: “INT*,
20TMSNTALLCIpe3MIOiTkaWQ6a2V50n02 TWIwNUVzeflzMk1Ic3FZdkxvY 2N5SHAYNVNIEVpLCHE3OUAOND ‘ucy': "8.7.@" n ., n OVERWRITE n
. : cap :
VMRKAFWIIS0SISIMSIZiI6MTY20TYwODISMywicHImIjpbXX0.4TNhUHRIPGIaHoBEIHXISNKE_FmiIShQ5Gz
GAitN2NKk-yKTBAMOFwWTUptGOXFENIvHULPIVZZYDVDexoT6kAw }

Payload ]
I

i

::: ;dtd:koy:zeﬂks!oeﬂ.&mtl’cnnnlﬂfeblavxxm!1660JI||BL3VGJ' , n ex p n . 9 2 5 6 9 3 9 5 0 5 ,
i

s e Sscion.san punLic ok "iss": "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5SeyZKpq79Gt45£fFGEZR99",
"nbf": 1639608293,

1 9256939505,
: "did:key:z6MkpSES2z952MHsgYvLOCCYHAXSSeyZKpgTI9GLASEFGEZRSY ", n f ",
: 1639688293, p I .

=8

ATNhUHRIPGIAHOBEIHXLSNKE FrlShQS62G41tN2NKK - yKTDANCFNTUptGEXFENIVHUIPpLVZZYDYDexoT6kAW

7.

Delegate 1

° Valid UCAN. The UCAN is valid and has not expired. x
Explanation
Please see the JWT RFC and the UCAN specification for more details.
Field Long Name Value Details
alg Signature Algorithm EdJDSA The algorithm used to sign the UCAN
typ Type IJWT UCANS are JWTs
ucv UCAN Version 0.7.0 The UCAN version
iss Issuer did:key: 26 MkpSES29s2ZMHsgYvioceyHwX5SeyZKpg79GL45IFGEZR99 The DID of the issuer. The UCAN must be signed with the private key of the issuer to be valid.
aud Audience did:key: 26 MksXQBILBow2t TCITM7ThNRIGb18YXXPp3i66oIHmMELIYG] The DID of the audience
att Altenuation { “wnis": "demousertission.name/public/photas/®, "cap": "OVERWRITE" } Capabdlities granted or delegated to the audience
exp Expires At 9256939505 The UNIX time when the UCAN expires. This UCAN expires on May 5, 2263 at 5:05:05 AM PDT.
nbt Not Belore 1639608293 The UNIX time after which the UCAN i< valid. This UCAN became valid on December 15, 2021 at

2:44:53 PMPST.
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O Heythere *
You are using a preview version of UCAN Check. This version only supports the latest UCAN version. Try out the
UCAN Library to make some!

Zz — Online Explorer / Validator

Payload

UCAN Check "aud": "did:key:z6MksXQBfL8owztTCITm7hNRE6b18YxXPp3i660IHMEL3YGI",
Encoded Decoded "att": [

Paste an encoded UCAN Header {

eyIhbGEIOIIFZERTQSISINRSCCISIkpXVCISINVdiII6AUNYAWIn0 eyIhdWQXOIIkaWQ 6a2V50no 2 TWIZWFFCZ P

{wi453d6dFROSIRINZAOUMY2YEAWXNYUHAZATY 2b0pIbTAMMAIHSIISImF 0CT6W3sid25mey TS ImRIBWOL L "wnfs": "demouser.fission.name/public/photos/",

c2VyLmZpe3INpb24ubmFIZS9wdWIsaWMyeGhvd GIzLy ISIMNhe CISTKIWRVIXU KIURSIIXSwiZXhwljo5MU “typ": "INT®,
20TMSNTAILCIpe3MIOiTkaWQ6a2V50n02 TWIwNUVzeflzMK1Ic3FZdkxyY 2NSSHAYNVNIeVpLEHE3OUOND _ fuev': a.7.8" " ca p nm. n OV E RW R ITE n
VMRKAFWIIS0SISIMSIZiIIMTY20TYwODISMywicHImIjpbXX0.4TNhUHRPGIaHoB69HXISNKE_FmiShQ5G2 -

GAItN2NKK-yKTDAMoFwWTuptGOXFENIvHulPpIVZZYDVDexo 76 kAw

e i ekaus - 1] "
5 [cud.key.xb!ks:(OBfLacmthCJTn7hKRf6blBYxXPp!lbéoJHrIBLJYGJ , ex p : 9 2 5 6 9 3 9 5 0 5 ,

pmts*: ~damsuser 1sion.name/public/photos " "iss": "did:key:z6Mkp5Esz9s2MHsqYvLoccyHwX5SeyZKpq79Gt45fFGEZR99",
"nbf": 1639608293,

*: 9256939505,

" “did:ikey:zeMkpSES2z952MHsqYvLOCCYHMISSeyZKpgTIGtASEFGEZRSY "

*: 1639688293, . " pIf § : []

0

ATNhUHRIPEIaHOBEIHXLSNKE FrelSh)SG2G41tN2NKK - yKTDANOFNTUptGEXFENIVHUIPplVZZYDYDexoT6kAW

Delegate 1

@ valid UCAN. The UCAN is valid and has not expired.

Valid true

Explanation

Feee s the T HEGad th UCAN spcliatin o e detels. | Issuer did:key:z6Mkp5Esz9s2MHsqYvLocc
yHWX5SeyZKpq79Gt45fFGEZR99

Audience did:key:z6 MksXQBfL8owztTCITm7
hNRf6b18YxXPp3i660JHM8L3YGJ

%% Issuer did:key: 26 MkpSEs29s2MHsgYvLoccyHwX5SeyZKpq79GL45IFGEZR99 The DID of the issuer. The UCAN must be signed with the private key of the issuer to be valid
aud Audience did:key: 26 MksXQBILBowZITCITMThNRIGLABYXXPp3i660IHmMaELIYG) The DID of the audience
an Allenuation [ “wnis": "demouserfission.name/public/photos/®, "cap": "OVERWRITE" ; Capabdlities granted or delegated to the audience g
exp Expires At 9256939505 The UNIX time when the UCAN expires. This UCAN expires on May 5, 2263 at 5:05:05 AMPDT. . e
nbf Not Before 1639608293 The UNIX time after which the UCAN i< valid. This UCAN became valid on December 15, 2021 at
2:44:53 PM PST. . . . .
Valid UCAN. The UCAN is valid and has not expired.
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