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• Beehive project lead 🐝 

• Work(ed) on related projects: 

• UCAN (local-first mutation control) 

• Webnative File System (E2EE) 

• Rhizome DB (E2EE) 

• ERC-902 (on-chain access control)
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The Highest of Levels
Beehive Update 🐝



• Comparable experience to cloud auth, minus the servers 

• Control who can read and write to documents 

• Compatible with swappable/interoperable sync servers 

• Not store data in plaintext on those servers (encryption at rest) 

• ...but still be efficient: support Automerge compaction 

• "Wikipedia-scale" (100k+ docs, 10k+ E2EE readers, 1k+ writers, 100s admins) 

• Secure "at level of the FBI, but not necessarily NSA or Mossad"
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• What do we trust servers to do? 

• Hold our bytes and not delete them 

• Only send those bytes to someone with the right permissions 

• Trust them with the knowledge of our auth graph 

• Server knows who (IP address & public key) requests which doc IDs 

• Defence-in-depth strategy against buggy or poorly run sync servers (or break-ins)

In Sync Servers We Trust (as little as possible)
Auth vs Sync Server
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• User "identity" 

• Key recovery

Notably Out of Scope, But Composes Well
Auth vs Sync Server



Live Demo
...because we like to live dangerously 🦸


